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1 INTRODUCTION 
 

This EU Export Explorer on IT Services focuses on possibilities for Moldovan IT 

service providers exporting their software products and IT services to the EU.  

 

The structure of this document 

Chapter 2 makes the case for exporting Moldovan IT services. Chapter 3 zooms in 

on some international trends in IT. These trends are the basis for the IT-service 

market segments identified in chapter 4. Chapter 5 provides insight per market 

segment into what an exporter should know and could do when considering 

exporting an IT service to the EU. The closing chapter 6 provides some suggestions 

for a Moldovan IT service provider that wants to get ready for exporting to the EU.  

 

How to read this document 

The document was written to be read from cover to cover. Especially chapters 3 to 5 

are closely linked, with the trends in chapter 3 identifying the market segments in 

chapters 4, which are elaborated upon in chapter 5. But all chapters can also be read 

independently of each other. 

 

In particular Chapter 5 - on what you should know and what you could as an 

Moldovan IT service provider exporting to the EU - has been structured in such a 

way that each paragraph (on cloud computing, web design & web apps, mobile apps, 

big data, social media, digitization and information security) stands on its own. The 

paragraphs have an identical structure, with the section on what you should know 

describing for each market segment the EU market’s characteristics, demand, 

opportunities, requirements, trade channels, pricing and information sources. This 

modular approach enables the reader with a very specific interest to make a 

selection of preferred paragraphs to be read. 
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2 WHY EXPORT? 
 

National Strategy 

The national strategy for information society development “Digital Moldova 2020” 

states that “building a country’s future without a digital strategy that will create 

opportunities to innovate (…) is unthinkable.” Along the same line of reasoning one 

could argue that for a relatively small country with an open economy that seeks to 

speed up its economic development and that does not want to focus exclusively on 

traditional sectors only, it is a must to develop its service sector, including the ICT 

sector.  

 

ICT Challenges and Potential 

The development of the Moldovan ICT-sector will still require quite some effort 

however. Moldova is still lagging behind countries that are among the leaders in 

terms of implementation and use of ICT1: 

- In international ranking by level of ICT development, Moldova ranks 62 of 155 

countries (number 4 between CIS countries) 

- At the e-Governance Development Index Moldova ranks 69 of 159 countries, 

advancing 11 positions compared to 2010, yet is still on the last place among the 

countries of Eastern Europe.  

- On the Internet penetration in schools Index Moldova is placed on position 61 of 

144 countries.  

- And in the Training Network Index, Moldova is placed on position 78 of 142 

countries.  

 

Despite some clear challenges ahead, some key characteristics of Moldova confirm 

its ICT development potential however: 

- The percentage of math and computer science graduates in Moldova, at just 

under 6% of the total number of graduates, is higher than in other Central 

European countries like Croatia, the Czech Republic, Slovenia, Hungary, 

Bulgaria and Romania 

- Well over 80% of IT professionals are technical specialists, including software 

engineers, analysts, developers, and project managers;  

- Although English proficiency among graduates is lower than in other 

Southeastern Europe (SEE) countries, French proficiency on the other hand is 

much higher, meaning Moldova could easily follow in Romania's footsteps to 

become a primary supplier to French-speaking countries. Moreover, Russian is 

widely spoken and still used at all levels of state and society, with around half of 

the population speaking the primary language of the CIS.  

                                                      
1
 National Strategy for Information Society Development “Digital Moldova 2020”, 2013 
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According to the International Data Corporation 2 , this combination of available skills 

suggests that Moldova is particularly well positioned for core IT activities - such as 

web development and basic coding - and high-value activities - such as analysis and 

design and software development and testing - although it is also noted that in 

general the quality of IT professionals in Moldova is moderate, due to the fact that 

the education system’s vocational curricula do not match market requirements.  

 

The Moldovan ICT market  

The ICT sector can roughly be divided into the main segments of ICT Hardware and 

IT Services (including software). This division sounds more straightforward than it 

actually is however, there are often some grey areas in statistics where it is not so 

clear where the one ends and the other starts. Here we stick to the basic distinction 

that “Hardware” is about the equipment needed to run software applications and 

“Services” is about the development of these software applications and the support 

provided to run these applications.  

 

The local market in Moldova for IT is quite small, and not just because of its 

population of around 3,5 million people.  Not only is the population in for example 

Romania around 6 times bigger, per capita IT-spending is moreover around 3,5 times 

bigger. The combined effect of this: the Romanian IT-market is around 20 times 

bigger than the Moldovan IT-market. 
 

ICT-spending and penetration rates in 2013 (excl. IT and BPO export) 

 Moldova 
Czech 

Republic 
Hungary Romania Bulgaria Croatia Slovenia 

IT Market 

(US$M) 

$152 $5.177 $3.047 $2.979 1.118 1.092 $804 

IT spending 

per capita 

$42 $492 $308 $149 $154 $257 $422 

Hardware 73% 45% 53% 69% 73% 53% 47% 

Software 12% 21% 21% 14% 14% 16% 32% 

IT-Services 15% 34% 26% 17% 12% 31% 21% 

(source: IDC, 2014) 
 

Not only is IT-spending per capita in Moldova relatively low, but also almost three 

quarters of that is spent on hardware (which is largely imported). The result of this 

combination of factors (small population with low per capita IT-spending, three 

quarters of which goes to largely imported hardware) means that the local market in 

Moldova for Moldovan IT Service companies is very small indeed. Growing and 

innovative IT Service companies in Moldova are at some point bound to consider 

going into exports somehow if they want to keep growing.  

 

                                                      
2
 Value for money via nearshoring in Moldova, IDC 2014 

 



 

EU Export Explorer on IT Services, November 2016               Page 5 of 57 

Foreign IT Service providers on the Moldovan market 

Another driver for exports of IT services is the fact that the Moldovan market might 

get more interesting for foreign companies operating from abroad. Current and future 

investments in Government IT will represent the main driving force in the Moldovan 

IT Services market in the near future. In the case of such contracts - that are bound 

by World Bank regulations and that have substantial values - international vendors 

(including for example Romanian companies) have a significant opportunity to extend 

their activities on the Moldovan market, as they are well positioned to win such 

tenders. The special requirements related to financial capabilities and previous 

experience in similar large contracts that make it almost impossible for local players 

to qualify as potential candidates, give a huge advantage to (regional) international IT 

service providers for entering the Moldovan market. 3 

 

The Moldovan market breeds export 

Export success tends to build on the expertise and experience that a company 

acquired in its home market. So what are the main market segments that drive the 

development of the IT Services sector in Moldova? 

 

Growing exports in manufacturing, the growing usage of IT in the finance sector, 

transformations in the telecommunications industry, and the government sector 

through its new e-government initiatives, are all expected to fuel the development of 

the Moldovan IT Services market.3 Although the latter market (government) is 

definitely interesting, it will not be easy for Moldovan IT service providers to pick-up 

on, because for the larger, publicly tendered contracts competition from experienced 

and capable foreign IT-Services companies can be expected to be fierce.    

 

On the other hand, the SME-sector in Moldova is expected to represent a growing 

opportunity for local IT Services providers, due to current low penetration levels, 

combined with the fact that the IT Services contracts in this segment of the market 

are usually too small for foreign IT Services providers - which usually operate from 

their offices based abroad - to compete with local service providers on price.  

 

In sum, Moldovan SMEs seem to be the target market for small local IT Service 

providers. For the somewhat larger, well-established and more mature local IT 

Service providers manufacturing, finance and telecom from the private sector are 

expected to be interesting market segments. So is the public sector, although there 

competition with foreign IT Service providers in public tenders could be significant. 

  

                                                      
3
 Competitiveness Assessment of Moldovan IT Services Industry, IDC 2014 
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3 INTERNATIONAL IT TRENDS 
 

In the years ahead new IT applications and functionalities will be driven by upcoming 

phenomena such as: 4 

- The Internet of Things: A massive expansion of the network's edge, to "smart" 

cars, buildings, homes, factories, industrial equipment, cities, wearables, and 

more  

- Cognitive systems: Systems that observe, learn, analyze, offer suggestions, and 

even create new ideas - dramatically reshaping every services industry 

- Robotics: Driving knowledge from the digital world into action in the physical 

world, through robots, self-driving cars, drones, nano-robots, and more 

- 3D printing of all kinds: Materializing all sorts of physical things from digital 

blueprints - from food to clothing to eventually even living tissue and organs - and 

which will eventually revolutionize the manufacturing industry.  

- Natural interfaces: More simply and powerfully connecting people and systems - 

through speech, vision, motion, touch, and beyond 

- Wearables: extension of mobile capabilities and the mobile ecosystem into 

wearable devices (e.g. glasses, smart watches and fitness/health devices, etc.)  

 

So what are the implications of these phenomena for the IT services industry?  

 

Trend: The network is the computer 

Cloud computing frees all kinds of equipment from the traditional local storage of 

software that makes the application and the equipment work - and also from the local 

storage of data that are the result of running this software. Storing both the software 

and all individual user data in a central database (“the cloud”) creates the possibility 

of combining and mining these large collective data sets.  

 

More and more “the network is the computer” - an advertisement slogan that IT 

company Sun Micro Systems already used in the second half of the 1980s. The 

internet will still be accessed through websites however, although due to the 

increased, changed and new use of it (by users through laptops, tablets, mobile 

phones and by devices themselves through “the internet of things”) webdesign and 

website functionality will keep changing, just like the programs traditionally installed 

on the computer will become more and more web-based applications. 

 

Trend: Data - everything comes in large amounts  

The common denominator of the trends in gadgets, devices, functionalities and 

applications is that they require a high level of connectivity of data, which in turn 

requires a high level of control of software. This connectivity and control are in turn 

                                                      
4
 ICT Market Report 2015/2016, European IT Observatory 
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the main drivers behind the overarching trend towards cloud computing, creating 

possibilities for all kinds of Artificial Intelligence through “mass learning”. The learning 

curve of autonomous driving systems in Tesla cars for example is extremely steep, 

because all cars are connected to the Internet. From all cars data are collected, 

combined and analyzed - and used to improve the software for autonomous driving. 

With 100.000 Tesla cars with an autonomous driving functionality sold, the company 

through this “fleet learning” approach avails of many million kilometers of 

autonomous driving data and gets as much driving feedback data in 20 minutes as 

Google with its project for autonomous cars gets through its limited number of test 

driving cars in a whole year. The same ‘mass learning’ principle goes for the 

TomTom navigation system in your car, the health applications on your Apple 

smartwatch, the internet-based thermostats from NEST at home, speech recognition 

on your mobile phone, the algorithms of Spotify that predict your musical taste and 

give recommendations based on songs that you and others played, etc. etc. 

 

Considering their potential for driving business value and innovation, business 

analytics of large sets of data also represent an expanding source of ICT investment, 

albeit one for the longer term. As more practical results become available, the return 

on investment is more evident and organizations are more willing to fund the higher 

costs associated with the necessary data capture, storage and management 

requirements. Because of the explosion in the amount of user data that have become 

available over the past years and that will continue to grow, the commercial value of 

and new techniques to analyze this huge amount of data (big data) is continuing to 

grow as well.  

 

Trend: A personal user experience in a social context  

As more and more organizations embrace the from-analogue-to-digital 

transformation, digital social technologies and tools (social media) will become part 

of redesigning internal operations, while providing a strategic platform for improving 

knowledge management, marketing, customer interaction, service support, 

collaboration and recruitment. This will also mean: more spending on applications 

and services that have a social, “experience sharing” element to them, with more 

interactivity. 

 

Trend: Digital goes from stationary to mobile  

With mobility on the leading edge of innovation that crosses virtually every industry 

and sector, this is having a profound influence on ICT investment trends, while 

functioning as   a catalyst for expanding ICT penetration and usage throughout much 

of the world. Mobility is also accounting for much of the ICT market's current growth 

as evidenced by the continued strong uptake of mobile devices (phones, tablets and 

notebooks), enterprise mobility solutions, mobile data services and mobile 

applications.  
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Trend: Corporate data go from partly analogue to completely digital  

Cloud services - now becoming a mainstream ICT delivery model - are redefining the 

way IT-infrastructure, applications and related services are being deployed, 

managed, and leveraged. Since IT users are no longer pondering if, but when and 

how to move to the cloud, such services will cover an increasing share of enterprise 

infrastructure and IT services spending, while continuing to force changes on 

traditional data centers. In order to prevent ending up with two parallel worlds of 

administering and archiving audio, visual and textual information, all relevant 

information will be subject to digitization. 

 

Trend: No privacy without security 

By connecting data and devices through cloud computing, the possibilities of Artificial 

Intelligence through accelerated learning are sheer endless. But it also increases the 

vulnerability of the equipment, the software, the data and hence the vulnerability of 

the user. Cloud computing thus feeds the need for improved protection of software 

and data against getting stolen or corrupted (hacking), and against unintended or 

deliberate commercial sharing of those data (privacy). And so the overarching IT 

trend towards cloud computing in turn leads to the second overarching trend in IT: 

information security. 

 

Information security remains one of the most important challenges in cloud 

computing. As a matter of fact, the risk of a security breach was a factor limiting the 

use of cloud computing services for 57% of European enterprises in 20145. And 

information security applications do not just target software and data located in the 

cloud, but also the software and data stored locally. Being in the cloud, be it just via-

email or social media, opens a backdoor through which computer viruses and 

malware can get into local systems as well. But in general: the more an organization 

does in the cloud, the more vulnerable it tends to become and the greater the need 

for information security services and solutions.  

  

                                                      
5
 "Cloud computing - Statistics on the use by enterprises", Eurostat, 2014 
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4 MARKET SEGMENTATION 
 

Based on the above description of international IT trends, seven IT Services can be 

identified that will be in demand in the EU Market in the years ahead and that could 

be of interest for a Moldovan IT-services company that is considering to export its 

software products and IT services to the EU. These seven IT services are: cloud 

computing, web design & web apps, mobile applications, big data, social media, 

digitization services and information security. 

 

1  Cloud Computing 

Cloud computing is the provision of infrastructure, platform or software as a web-

based service:  

- Infrastructure as a Service: the delivery of computer infrastructure as a web-

based service. Instead of purchasing servers, storage, data center space or 

network equipment, clients subscribe to those resources as a variable-cost 

service. The service provider owns the equipment and is responsible for housing, 

running and maintaining it. 

- Platform as a Service: the delivery of a computing platform as a web-based 

service. This typically includes an operating system, a programming language, an 

execution environment, a database and a web server. 

- Software as a Service: the delivery of software applications/solutions as a web-

based service, for example horizontal business applications like Customer 

Relationship Management (CRM), Enterprise Resource Planning (ERP), Content 

Management (CM), Human Resource Management (HRM) or finance and 

accounting. The advantage is that companies do not have to purchase software 

and do not need to buy and maintain IT hardware to run the software on. They 

pay on a pay-as-you-use basis. Furthermore, implementation is much faster and 

functionality updates can be done easily. 

 

2   Webdesign & Web Applications 

This excludes web design and web apps specifically for mobile devices.  

- Web design: Web design encompasses many different skills and disciplines in 

the production and maintenance of websites and portals. The different areas of 

web design include web graphic design, user experience design, coding 

(including standardized code and proprietary software), content development and 

search-engine optimization. 

- Web application: A web application (or web app) is any application software that 

runs in a web browser and is created in a browser-supported programming 

language and relies on a web browser to render the application. Examples of 

such applications are Google Drive, Dropbox, Outlook and iCloud.  
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3  Mobile Applications  

Mobile applications (apps) are small, individual software applications designed to run 

on mobile devices, such as smartphones and tablets.  

There are four types of mobile applications: 

- Native apps: mobile applications that are coded in a specific programming 

language such as Java for Android and Objective C for iOS. They are fast, 

reliable and have access to a device’s various functions, such as its camera and 

address book. Native apps can sometimes be used without an Internet 

connection. This type of app is expensive to develop because it is only working 

on one type of platform. 

- Hybrid apps: these apps have so-called cross-platform compatibility while they 

can still access a phone’s functions.  

- Dedicated web apps: websites that are customized to work on a mobile device. 

They work on one specific platform, e.g. Android or iOS. 

- Generic web apps: mobile websites that work with all mobile devices.  

 

4  Big Data 

Big data refers to the concept of data volumes growing so large that they can 

become difficult to manage. Big data usually includes data sets with sizes beyond the 

ability of commonly used software tools to capture, filter, manage, visualize, and 

process data within a tolerable elapsed time. The right use of data can benefit almost 

any industry.  

 

Companies can achieve benefits through big-data based services and solutions in a 

number of ways, for example:6 

- Customer intelligence: Online retailers can get instantaneous analytics feedback 

on their online selling activity and also on real- time customer responses to 

special promotions. 

- Quality management: In manufacturing, big data analytics can minimize 

performance variability and quality issues, which can significantly reduce scrap 

rates and decrease time to market. Identifying disruptions to the production 

process can save significant amounts of money on equipment or machinery, and 

reduce labor expenditure on unplanned maintenance and repairs. 

- Risk management: In the financial services sector, high-performance analytics 

can diminish the dangers posed by separate departments managing risks in 

isolation without being aware that other departments do the same, therewith 

unintentionally increasing the aggregate risks of the company to unacceptable 

levels. 

- Performance management: By monitoring staff performance information, and 

forecasting it through predictive analytics tools, departments can link strategic 

                                                      
6
 Source: Centre for Economics and Business Research 
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objectives with service-user outcomes. Using predictive Key Performance 

Indicators, balance scorecards and dashboards within a company can lead to 

operational benefits. 

- Fraud detection: High-performance analytics can improve the scope and 

accuracy of fraud prevention, realizing cost savings. 

 

5  Social Media  

Social media introduces big changes and challenges to communication between 

organizations, communities and individuals. The term “social media” refers to web-

based (mobile) applications that enable interactive user-generated content creation, 

sharing, discussion and exchange in virtual communities and networks. Social media 

applications take on many different forms such as social networking sites (e.g. 

Facebook, LinkedIn), blogs and micro blogs (e.g. Twitter), multimedia communities 

(e.g. YouTube, Flickr), collaborative projects (e.g. wikis), forums and review sites.  

There are five main categories within social media services:  

- Analysis: researching and analyzing data on social media. For example analyzing 

for a company which of its products / services are rising in popularity, across 

which demographic groups and across which locations. This information can be 

used to develop a more targeted marketing campaign. 

- Monitoring: monitoring what is said about a company on social media platforms. 

For example scanning a   range of social media platforms such as review sites, 

internet forums and social networks on messages and   comments regarding the 

customer’s company and filtering those messages and comments (positive and 

negative). 

- Content management: writing content for social media platforms. For example 

posting comments, photos or videos on a customer’s company’s Facebook 

account or sending tweets on a customer’s Twitter account and ensuring there is 

new content within an agreed period (daily / weekly / monthly). 

- Marketing: marketing through social media for lead generation. For example 

offering special offers, discount coupons or competitions on different social media 

platforms. 

- Customer service: interaction with customers through social media before, during 

and after a purchase. For example offering technical support through a 

company’s Facebook page or handling customer complaints through a 

company’s Twitter account. 

 

Analysis and monitoring are more related to strictly technical IT Services, while 

content management, marketing and customer service require both profound 

technical and customer relations expertise.  
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6  Digitization 

Digitization is the process of converting analogue information into digital information 

and includes a wide range of services such as:  

- Scanning of books, prints, paintings, photos, negatives and slideshow images 

- Scanning of documents, such as invoices and contracts 

- Metadata allocation: describing the intellectual content of the object 

- Analogue audio conversion to digital formats 

- Digitizing genealogical sources and archives 

- Digitizing company archives   

 

7  Information Security 

Information security applications are applications to prevent, protect against, detect 

and respond to security risks for computers, software or networks. For example, they 

enable the timely, reliable and secure backup of information, prepare for and recover 

from the effects of equipment failure or accidental loss of information, and protect 

from hacking. There are many types of information security applications, for example 

for antivirus, back-up and recovery, information encryption, information erasing, 

information masking, firewall and spyware removal. 
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5 THE EU MARKET 
 

Onshoring, Nearshoring and Offshoring 

When speaking of EU customers outsourcing (parts of) their IT-function, this chapter 

frequently mentions the terms “onshoring”, “nearshoring” and “offshoring”. 

- An onshore IT Service provider is from the same country as the EU customer 

- A nearshore IT service provider is located abroad, but still in the same region as 

the EU customer, so in this case: in the EU or bordering the EU. 

- An offshore service provider is located outside the region of the EU customer, 

usually overseas (“off the shore”), and in this case typically in Asia. 

A Moldovan IT service provider exporting software and / or services to the EU is 

considered by an EU customer to be a nearshore IT service provider. 

 
On Information Sources 

All organisation and information sources mentioned in the paragraphs below are 

available on the Internet in the English language, either directly or via an English 

language button on that website. Should you have a language problem with that, 

then you should seriously reconsider exporting to the EU (except to Romania of 

course), as English is THE internationally accepted business language. 
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5.1 Cloud Computing 

 

5.1.1 What you should know 

 

5.1.1.1 Market characteristics 

 

For European companies, the main reason to adopt cloud computing is to save 

costs. Cost reduction is also the main reason to outsource cloud services/solutions. 

This means that cloud service providers have to be very clear and transparent about 

their pricing. European companies also increasingly require a try-before-you-buy 

experience or a chance to experiment with online cloud demo’s before purchasing 

cloud services/solutions, to be confident that the solution and the provider meet their 

operational needs. 

 

Another important reason for European companies to adopt cloud computing is the 

improvement in the quality of the business processes that are moved to the 

cloud. Furthermore, the benefits that cloud computing offers are growing each year, 

in a variety of categories, including higher availability, geographic reach, cost savings 

and business continuity.  

 

When selecting a service provider for cloud services/solutions, relevant industry 

expertise and track record are very important selection criteria for European 

companies. They are increasingly looking for specialized service providers with 

expertise in specific services or industries.  

 

The complexity of integration of cloud solutions with in-house solutions and 

compatibility with other solutions is another important challenge in cloud computing. 

The integration capability of a cloud service/solution is therefore an important 

requirement when selecting a service provider.  

 

Flexibility in the customization of the cloud service/solution and flexibility in 

contracts and service level agreements are other important requirements of 

European companies regarding cloud computing. The key areas in contracts and 

service level agreements where flexibility can be brought into are: pricing, contracting 

terms, change management process, additional services, service levels and how to 

cope with technology change.  
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5.1.1.2 Market Demand 

 

Only 19% of all European companies were using cloud computing services in 2014.7 

Insufficient knowledge of cloud computing has been identified as the main reason for 

not using the cloud. As knowledge about cloud computing increases, and as more 

European companies are moving to the cloud, European cloud adoption is expected 

to increase in the coming years. This means that considerable market share remains 

to be gained and that cloud computing in the EU is a growing market.  

 

Spending on cloud services is dominated by Software as a Service. This is 

largely because the greatest share of customer demand is at the application level. 

The share of Software as a Service is expected to grow in the coming years.  

 

European companies prefer to outsource services to providers within the same 

country (onshoring), presumably because cloud computing is so closely linked to 

data / information security.  But when outsourcing to foreign service providers, 

nearshore cloud service providers (in Europe) are usually better positioned 

than offshore cloud service providers (in Asia), because of their proximity, 

linguistic and cultural similarities and the presence of little or no time difference. 

Current popular nearshore destinations include Bulgaria, Poland, Lithuania and 

Romania.  

 

 

5.1.1.3 Market Opportunities 

 

The continuous stream of technological changes and inventions is changing the 

demand for cloud services. For example, technological trends include hybrid 

solutions/hybrid cloud environments (a combination of private and public clouds), 

application migration, big-data processing and disaster recovery.  

 

The increasing demand for cloud computing services/solutions has generated a 

shortage in ‘cloud-ready’ IT workers in Europe, especially in Western Europe. 

Lack of training, certification and experience are the top three reasons why cloud-

related job positions in European countries are not filled. The European Commission 

estimates that the shortage of skilled cloud computing staff in the EU is expected to 

grow to more than 800 thousand by 2020.  

 

As prices and wages in EU nearshore countries will continue to rise, there is an 

opportunity for Moldovan IT service providers here, as long as they are able to 

provide at least the same quality at a lower cost.  

                                                      
7
 Source: Eurostat 
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5.1.1.4 Market Requirements  

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 

May 2018. The objective of this new set of rules is to give citizens back control over 

their personal data, and to simplify the regulatory environment for business. Under 

the previous Directive, any data by which an individual could be identified was the 

sole responsibility of the owner of the data. Under the new Directive however any 

company or individual processing data will be held responsible for the protection of 

those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the European Economic Area (Iceland, Liechtenstein, Norway) when an 

adequate level of protection is guaranteed.8 

 

ISO has recently developed standards for information security controls for cloud 

computing services (27017) and privacy aspects of cloud computing (27018). These 

standards supplement the ISO 27002 security standard. Please note that there are 

no plans to certify the security of cloud service providers separately. They can 

however be certified compliant with ISO/IEC 27001, like any other organization.9 

 

 

5.1.1.5 Trade Channels  

 

Subcontracting by European IT service providers is the most realistic market-entry 

channel for cloud service providers from outside the EU. Subcontracting means that 

service providers subcontract work - that has been contracted to them by end-user 

companies - to other parties. In this particular case they subcontract cloud 

services/solutions. You could however also try to sell your cloud services/solutions 

directly to end-user companies. Moreover, the transaction costs for searching, 

evaluating, integrating and monitoring cloud services are expected to fall due to new 

electronic market places. This will open up a new distribution channel for cloud 

service providers in the long term. However, you need to have profound end-user 

market knowledge.  

 

European service providers and end-users of cloud services can either be 

approached directly, or through an intermediary. A local contact person is always an 

advantage, especially if the EU target country is far away from Moldova. 

Intermediaries (e.g. consultants/matchmakers or sales/marketing representatives) 

can therefore be another important channel through which to establish contact with 

potential subcontractors or end-users of cloud services.  
                                                      
8
 Source: ec.europa.eu/justice/data-protection 

9
 http://www.iso27001security.com 
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5.1.1.6 Pricing 

 

Price is the main reason for companies in Europe to consider outsourcing cloud 

services/solutions to IT service providers from outside the EU. As salaries form a 

large share of the costs of IT services, substantial savings can be achieved by 

outsourcing cloud computing services/solutions to countries with lower wages. The 

average annual salary of a software developer in Western Europe for example is 

significantly higher than software developer salary levels in Moldova.  

 

 

5.1.1.7 Sources of Information 

 

- Cloudtech - news about cloud computing 

www.cloudcomputing-news.net 

- Cloud News Daily - portal on cloud computing 

www.cloudnewsdaily.com  

- Infoworld - portal with a subsection on cloud computing 

www.infoworld.com/category/cloud-computing 

- Computerworld - technology news portal, with a subsection on cloud computing 

www.computerworld.com/category/cloud-computing 

- BCN – news and backgrounds on cloud computing 

www.businesscloudnews.com 

- Techtarget - IT portal with a subsection on the cloud, click “All Sites”, then “Cloud” 

www.techtarget.com/network 

- CIO - IT technology news portal, with a subsection on cloud computing 

www.cio.com/category/cloud-computing 

- Information Week - IT portal with a subsection on the cloud 

www.informationweek.com/cloud.asp 

- Tom’s IT Pro - an IT news portal with a subsection on cloud computing 

www.tomsitpro.com/tags/cloud-computing 

- Info Security - IT portal, with a subsection on cloud security 

www.infosecurity-magazine.com/cloud-security 

- Threatpost - portal on IT security, with a subsection on web security  

www.threatpost.com/category/cloud-security 

 

 

 

 

 

 

 

http://www.cloudcomputing-news.net/
http://www.cloudnewsdaily.com/
http://www.infoworld.com/category/cloud-computing
http://www.computerworld.com/category/cloud-computing
http://www.businesscloudnews.com/
http://www.techtarget.com/network
http://www.cio.com/category/cloud-computing
http://www.informationweek.com/cloud.asp
http://www.tomsitpro.com/tags/cloud-computing
http://www.infosecurity-magazine.com/cloud-security
http://www.threatpost.com/category/cloud-security
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5.1.2 What you could do 

 

Since the reduction of costs is a main driver for an EU organization to outsource its 

cloud computing, be competitive in your pricing while maintaining high quality 

services. Be transparent in your pricing: avoid hidden costs and other “price 

surprises” that customers don’t like. But don’t compete on price only, also underline 

what other advantages you can offer to European buyers as an IT Services provider. 

Limit the possibly perceived disadvantages and prejudices of being from Moldova by 

providing excellent means of communication. 

 

Specialize in a specific vertical, horizontal or niche market, as this increases your 

opportunities to enter the market. By specializing in what your company does 

particularly well, you increase your chances of being better than your competitors 

and you moreover reduce the number of competitors. No one can be a specialist in 

everything, so it enhances your credibility if you focus on providing cloud computing 

services/solutions for just one or two horizontal and/or vertical markets. Emphasize 

your specific expertise in your marketing activities, and enhance your message with 

references and customer testimonials about the quality of your services - but only if 

they are credible and verifiable. 

 

Remember that it is you who has to gain the trust of the customer. Information 

security is a very sensitive issue related to cloud computing and the client has to be 

sure that he can really trust you with this. Consider offering potential buyers a pilot 

project or demo to demonstrate your capabilities and to build trust. A pilot project or 

demo is an opportunity for you to show that you can be trusted. 

 

Provide information about your company’s data security and privacy measures. 

Invest in a secure, reliable infrastructure in order to convince potential European 

buyers that there is no more risk associated with using your services/solutions than 

there is with using onshore providers. Consider to get data-security certified (e.g. 

through the ISO 27000 series) to underline your commitment to data security, or use 

a large cloud service provider’s environment for your cloud application. 

 

Consider to team-up with a reputable IT Service provider in the European target 

country that has all the necessary security credentials. By doing so, you 

automatically comply with European legislation, as this IT Service provider then has 

to take care of many compliance issues related to the European market, including 

data security and privacy. But even then, you will have to convince this partner IT 

Service company about your professional credentials. 

 

Offer cloud services that can easily be integrated with other tools/solutions. Select 

for example technologies that are based on open standards, because they are publically 

available and the specifications can generally be implemented on a royalty-free basis. 
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Be flexible in the customization of your service/solution: adapt your service/solution 

to the specific needs of your customer. It is not about you selling what you have but 

about offering the customer what he wants. Be also flexible in your contracting and 

service level agreements. For example in the length of the contract and in the 

additional services that can be included in the contract, all to make the customer feel 

more comfortable. 

 

Know your competitors. Benchmark your competitiveness in cloud computing 

against onshore IT Service providers in the EU home market, other nearshore 

service providers and offshore IT Service providers (e.g. from China, India, 

Malaysia). Try to find out what they are doing right and wrong - it can help you 

identify ways to differentiate yourself from them. Research the end-market segment 

that you want to focus on, so that you know how to effectively market your company. 

 

Make sure you have a professional company website in place, including in the 

English language and make sure the English is perfect. A good website is important 

for any exporting company, but even more so for an IT Services company, as it 

directly reflects your IT capabilities. Invest in search-engine marketing so that 

potential customers can easily find your company online.  

 

Make contacts in your target market. Attend relevant events in your target country 

to meet potential partners and learn more about their business culture. Trade events 

could include the Cloud World Forum in the United Kingdom, Cloud Expo Europe in 

Germany and the International Conference on Cloud Computing (at different 

locations worldwide). And you can use industry associations to find potential 

customers in Europe. Examples include Eurocloud (the association for the European 

cloud computing industry) and such national Information Technology associations as 

Ukita in the United Kingdom, Bitkom in Germany and Nederland ICT in the 

Netherlands.  
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5.2 Web design & Web Apps 

 

5.2.1 What you should know 

 

5.2.1.1 Market Characteristics 

 

Developing a good web design or web application begins with the definition of what 

the web design should look like or what the web application should do. Customized 

web design and web application services/solutions therefore depend upon good 

communication between customer and IT service provider.  

 

Even though the available techniques for web design and web application 

development do not differ very much between countries worldwide, websites may 

look different from country to country. This is mainly due to cultural differences 

and design traditions, causing differences in taste. And Western European 

companies find it generally more important than Southern or Eastern European 

countries that their websites are designed and developed according to the newest 

trend styles.  

 

Cross-platform compatibility between web browsers (like Google Chrome, Safari 

and Internet Explorer) and between operating systems of mobile devices (like 

Android and iOS) is key for web design and web application services/solutions.  

 

Data security and privacy is a major issue for companies in Europe and most 

attacks by hackers are targeted at web applications. To ensure data security and 

privacy in web design and web applications, their design must cover aspects like 

authentication, authorization, data handling, input, and logging and auditing. 

Information that is managed using web applications is vulnerable to theft of sensitive 

data, website intrusion and denial-of-service (DoS) attacks. Data security and privacy 

concerns in the EU form a threat to Moldovan IT Service providers because data 

security and privacy require trust from the customer, which often is to the benefit of 

onshore IT Service providers.  
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5.2.1.2 Market Demand 

 

The market for web design and web application services/solutions is growing. 

The use of Internet in European countries is among the highest in the world, so it’s 

vital for a European company to have a good website.  

 

Web design and web application services/solutions demand thorough technical skills, 

which most European companies do not have in-house. Access to specific 

knowledge, expertise and tools is an important reason for European companies to 

outsource web design and web application services/solutions. Skills that are needed 

and in demand for web design and/or web application development are related to 

developing and designing web pages, graphic design, user experience design, 

content development and search engine optimization. Search engine optimization is 

about improving the search engine ranking of for example a website of a company 

and requires skills such as HTML coding, web hosting experience, Excel know-how 

(for analyzing data) and programming skills (PHP, Java Script).   

 

 

5.2.1.3 Market Opportunities 

 

European companies tend to prefer outsourcing services to providers within their 

own country (onshoring). And when outsourcing to foreign service providers, 

nearshore locations (bordering the EU, or nearby in the EU) are preferred to offshore 

locations (in Asia for example), due to their proximity, language and cultural 

similarities and little or no time difference. Popular nearshore destinations in the EU 

are for example Bulgaria, Poland, Lithuania and Romania. As prices in those 

nearshore countries are increasing however, EU service providers are becoming 

less price-competitive vis-à-vis a country like Moldova.  

 

In the past, applications were installed on desktop computers and local area 

networks. Nowadays however applications are increasingly moving to the web 

(cloud computing). The primary advantages of web-based computing include 

flexibility in cost (customers pay only for what they need / use), flexibility in scaling 

operations, and self-service (customers can order / create new services online). The 

cloud model also delivers the tools and facilities needed in order to work from any 

place at any time, thus facilitating the possibility of working from different locations.  

 

Trends and technological inventions are constantly changing the demands for 

web design and web applications, and have an impact on the ideas about what a 

good website should look like and what search engines require in order to achieve 

the best possible ranking (search engine optimization).  
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Social media are playing an increasingly important role for both consumers and 

businesses (e.g. Facebook, Twitter, YouTube, blogs, wikis and forums). As the 

popularity of social media continues to increase, companies need new business 

models that include social functions / applications, e.g. the integration of social 

media in websites.  

 

Websites and web applications of European companies increasingly use 

enhanced open source tools, such as PHP, MySQL and WordPress.  As a result 

the web development market has grown rapidly and writing web applications has 

become more efficient as these tools facilitate rapid application development. In 

addition open source web applications are more flexible, making users less 

dependent on third-party servers.  

 

 

5.2.1.4 Market Requirements 

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 

May 2018. The objective of this new set of rules is to give citizens back control over 

their personal data, and to simplify the regulatory environment for business. Under 

the previous Directive, any data by which an individual could be identified was the 

sole responsibility of the owner of the data. Under the new Directive however any 

company or individual processing data will be held responsible for the protection of 

those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the European Economic Area (Iceland, Liechtenstein, Norway) when an 

adequate level of protection is guaranteed.10 

 

 

5.2.1.5 Trade Channels 

 

Subcontracting by European service providers in your target country is the most 

realistic market entry channel for web design and web application service providers 

from Moldova. Subcontracting means that service providers subcontract work that has 

been contracted to them by end-user companies to other parties. In this particular case 

they subcontract web design and web application services/solutions. But you could 

also try to sell your web design and web application services/solutions directly to end-

user companies. European companies, especially in Western Europe, are generally 

quite open to international partnerships that can enhance the opportunity of direct 

sales. However, you need to have profound end market knowledge.  
                                                      
10

 Source: ec.europa.eu/justice/data-protection 



 

EU Export Explorer on IT Services, November 2016               Page 23 of 57 

European service providers and end-users of web design and web application 

services/solutions can either be approached directly, or through an intermediary. A 

local contact person is always an advantage, especially for providers if you cannot 

find any direct entry point of contact in the target market. Therefore, intermediaries 

such as consultants/matchmakers or sales/marketing representatives can be an 

interesting market entry channel to establish contact with potential subcontractors or 

end-users of web design and web application services/solutions.  

 

 

5.2.1.6 Pricing 

 

Price is the main reason for companies in Europe to consider outsourcing web 

design and web application services/solutions. As salaries form a large share of 

the costs of IT services, large savings can be achieved by outsourcing web design 

and web application services/solutions to countries with a lower wage, such as 

Moldova, where software developers’ salary levels are usually much lower than in 

European countries.  

 

 

5.2.1.7 Sources of Information 

 

On web design  

- Alltop Webdesign - portal with an overview of websites that are about webdesign, 

such as Smashing Magazine, Vandelay Design etc. 

www.web-design.alltop.com 

- Elegant Themes - portal with an article that gives an overview of 40 websites about 

webdesign, such as Vandelay Design, Smashing Magazine, Webdesign Depot etc. 

www.elegantthemes.com/blog/resources/40-web-design-blogs-to-follow-in-2015 

- Webdsigner News - a portal with information and tools for web design 

www.webdesignernews.com 

- Awwwards - gives an overview, including jury comments, of award-winning 

webdesigns   

www.awwwards.com 

- Entrepreneur - portal for businesses, with a subsection on web design  

www.entrepreneur.com/topic/web-design 

 

On web apps 

- Tech News World - IT news portal with a subsection on web applications 

www.technewsworld.com/perl/section/web-apps 

- Lifehacker - news and information about IT, with a subsection on web apps  

www.lifehacker.com/tag/webapps 

http://www.web-design.alltop.com/
http://www.elegantthemes.com/blog/resources/40-web-design-blogs-to-follow-in-2015
http://www.webdesignernews.com/
http://www.awwwards.com/
http://www.entrepreneur.com/topic/web-design
http://www.technewsworld.com/perl/section/web-apps
http://www.lifehacker.com/tag/webapps
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- Computerworld - portal with a subsection on web apps 

www.computerworld.com/category/web-apps 

- App Storm - about web-based applications for business 

web.appstorm.net (so without ‘www’) 

- Gizmodo - news and information on IT, with a subsection on web apps 

www.gizmodo.com/tag/webapps 

- Info World - news and information on IT, with a subsection on web apps  

www.infoworld.com/category/web-applications 

 

 

5.2.2  What you could do 

 

Focus on competitive pricing while maintaining high quality services. Be 

transparent in your pricing and avoid hidden costs. Do not only focus on price 

difference, but also analyze what other advantages you can offer to buyers from 

Europe. Specialize in just a couple of technologies and focus on a niche-market 

segment (a combination of a specific horizontal market / technology and a specific 

vertical market), as the European market is increasingly looking for specialized 

service providers. Instead of targeting end-users, consider targeting service 

providers of which the size is in line with your own capacity.  

 

When providing web design and web application services/solutions, always keep 

the customer’s design and functionality preferences in mind and make sure 

your web design and web application services / solutions are cross-platform 

compatible. Include social media functions / tools in your web design and / or web 

application services / solutions and consider using (enhanced) open source tools for 

your web design and/or web application services / solutions. Stay up to date when it 

comes to technical developments and new trends regarding design and functionality, 

for example by following industry news and blogs of other developers. Study 

websites in your European target country to obtain an idea of the look and feel of 

websites that are used there. 

 

European companies increasingly like to have a try-before-you-buy experience or 

demos of web design and web applications, before purchasing them. Consider 

offering potential buyers a pilot project or a demo to demonstrate transparency and 

capability and establish trust. 

 

European companies like to see evidence of your technical skills. They will most 

likely ask you for examples of recent similar projects. So make sure you have 

relevant, credible and verifiable references, testimonials and examples of recent 

work available, preferably already on your website. Also provide information about 

http://www.computerworld.com/category/web-apps
file:///E:/Alexnuh/Downloads/web.appstorm.net
http://www.infoworld.com/category/web-applications
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your company’s data security and privacy measures and make sure that your web 

applications are designed, developed, installed and used in a secure manner. 

Identify precisely what security mechanisms will ensure the security goals and build 

these into your design and applications.  

 

Limit the possibly perceived disadvantages of being nearshore from Moldova by 

providing excellent means of communication and good security and privacy 

measures. Make sure that your operations comply with EU legal requirement on 

data protection and consider applying for security standards (e.g. the ISO 27000 

series) to support your commitment to data security and/or offering to sign a Non-

Disclosure Agreement. 

 

Being an IT Service provider, make sure you have a good company website and 

do search engine optimization so that potential customers can easily find your 

company online, therewith also providing proof that you avail of the technical skills 

that you are trying to sell. 

 

Attend relevant industry events in your target country to meet potential partners. 

Furthermore, you also learn more about their business culture. Interesting trade 

events are for example the European Software & Solutions Summit in the United 

Kingdom and Cebit in Germany. Use industry associations to find potential 

customers in Europe. Examples include Ukita in the United Kingdom, Bitkom in 

Germany and Nederland ICT in the Netherlands. 
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5.3 Mobile Apps 

 

5.3.1 What you should know 

 

5.3.1.1 Market Characteristics 

 

An increasing number of European companies see the advantage of a personal app 

for their companies, but do not always avail of the required mobile application 

development skills, so they are looking to outsource such services/solutions. The 

market for business mobile applications is more lucrative than is the market 

for consumer apps, because businesses are prepared to pay much more for mobile 

applications than consumers do. As most developers focus on the consumer market, 

competition in the market for business mobile applications is moreover less fierce.  

 

European companies like to see evidence of your technical skills. They will 

most likely ask you for examples of (similar) recent projects. To them, examples of 

your work are the most convincing proof of your company’s technical skills. So make 

sure you have credible and verifiable references and testimonials, and examples of 

recent work available, preferably already on your website.  

 

Developing a good mobile application starts with defining what the app should do. 

Customized mobile application services / solutions are therefore all about good 

communication between customer and the service provider.  

 

 

5.3.1.2 Market Demand 

 

Smartphone sales in the EU and app downloads have increased exponentially over 

the past years and already over half of Internet access is via mobile devices – and 

it’s still growing. Moreover, most mobile Internet usage is through apps rather than 

web browsers.11 The increasing adoption of smartphones and tablets is driving the 

growing demand for mobile applications. European spending on mobile 

applications (including user spending and advertising), totaled €6.1 billion in 2013 

and by 2018 spending is expected to grow to €18.7 billion - so a more than 3-fold 

increase in just 5 years time.12  

 

Android is the leading operating system for mobile devices in Europe. Other mobile 

                                                      
11

 GEN2 Advisors, “Blurring of Offline and Online Worlds, 2016 
12

 EurApp, “Sizing the EU App Economy”, 2014 
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operating systems include Apple’s iOS (running only on iPads, iPhones and the 

Apple Watch) and Windows (unlike Google and Apple, Microsoft has only one OS for 

desktop computers, laptops, tablets and phones). Demand for cross-platform 

mobile applications is growing.  

 

 

5.3.1.3 Market Opportunities 

 

The market for mobile applications is changing rapidly. New technological trends 

are emerging continuously, offering new opportunities for mobile applications.  

- Advances in network bandwidth in combination with cloud storage enable mobile 

users to stream music and video’s, to game online, to do all your bank affairs 

online, and to track your physical condition. This in turn opens up new software 

applications markets for mobile apps for tablets, mobile phones and smart 

watches.  

- The introduction of smart glasses as a consumer product has failed, due to 

concerns over privacy, but smart glasses for professional use are expected to 

become widespread, just like VR (virtual reality headsets). These newer gadgets 

are all expected to create a technology push for new mobile software 

applications. 

- All these digital devices are expected to communicate more and more with 

previously stand-alone devices and functionalities, like locking, lighting and 

heating your home and office, communicating with your car, etc. etc. This 

increased interconnectivity is also called “the internet of things” and will give a 

boost to the development of all kinds of new software applications also. 

- As a result of all these developments big data environments are growing fast and 

are becoming more complex and dynamic, which results in poor usability and 

reduced control over applications. There is thus an increasing demand for mobile 

applications that analyze data that is available to companies, or that makes 

collection and use of this data possible.  

  

European companies prefer to outsource services to providers within the same 

country (onshoring). When outsourcing to foreign service providers, nearshore 

locations are preferred to offshore locations, due to their proximity, language and 

cultural similarities and little or no time difference. Popular nearshore destinations are 

for example Bulgaria, Poland, Lithuania and Romania. As prices in other nearshore 

countries increase, however, service providers in these countries are becoming less 

competitive. This may be an opportunity for Moldovan IT Service providers. 
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5.3.1.4 Market Requirements 

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 

May 2018. The objective of this new set of rules is to give citizens back control over 

their personal data, and to simplify the regulatory environment for business. Under 

the previous Directive, any data by which an individual could be identified was the 

sole responsibility of the owner of the data. Under the new Directive however any 

company or individual processing data will be held responsible for the protection of 

those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the European Economic Area (Iceland, Liechtenstein, Norway) when an 

adequate level of protection is guaranteed.13 

 

 

5.3.1.5 Trade Channels 

 

Subcontracting by European service providers in your target country is probably the 

most realistic market/entry channel for Moldovan mobile application service 

providers. Subcontracting means that service providers subcontract work that has 

been contracted to them by end-user companies to other parties. But you can of 

course also try to sell your mobile application services/solutions directly to end-user 

companies. European companies, especially in Western Europe, are generally quite 

open to international partnerships, which could enhance your opportunity of direct 

sales. Realize however that you need to have a profound knowledge of the end-

market in your EU target country.  

 

European service providers and end-users of mobile application services/solutions 

can either be approached directly, or through an intermediary. A local contact 

person is always an advantage, especially for Moldovan IT Service not familiar with 

the target country market. Intermediaries such as consultants/matchmakers or 

sales/marketing representatives can then be an interesting market entry channel to 

establish contact with potential subcontractors or end-users of mobile application 

services/solutions.  

 

If you develop your own mobile applications, you can decide to sell them through an 

app store. App stores can be seen as market places that bring together mobile 

application developers and end-users. Be aware though that it could take quite some 

time before getting App Store approval.  

 

                                                      
13

 Source: ec.europa.eu/justice/data-protection 
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5.3.1.6 Pricing 

 

Cost reduction is the leading reason for European buyers to outsource IT and 

business processes and this is also true for outsourcing mobile application 

services/solutions. As salaries form a large share of the costs of IT Services, large 

savings can be achieved fro EU companies by outsourcing mobile application 

services/solutions to countries with lower wages. Salary levels for software 

developers in Moldova are usually significantly lower than in EU countries.  

 

 

5.3.1.7 Sources of Information 

 

- Tech News World - IT news portal with a subsection on mobile applications 

www.technewsworld.com/perl/section/mobile-apps 

- Entrepreneur - portal for businesses with, a subsection on mobile applications  

www.entrepreneur.com/topic/mobile-apps 

- Venture Beat - IT news portal with a top section on mobile applications 

www.venturebeat.com/tag/mobile-apps 

- Enterprise Tech Apps - portal with news and trends of mobile applications for 

business 

www.appstechnews.com 

- Info Security - IT portal with a subsection on mobile application security 

www.infosecurity-magazine.com/mobile-application-security 

- Threatpost - portal on IT security, with a subsection on mobile security  

www.threatpost.com/category/mobile-security 

 

 

5.3.2 What you could do 

 

Focus on competitive pricing while maintaining high quality services. Be 

transparent in your pricing: avoid hidden costs. Maintain a fixed price model, as this 

is customary in mobile application services/solutions. Don’t emphasize your 

competitive price too much, but instead your company’s experience in mobile 

application services/solutions and the sector that the client is active in, and use 

serious and verifiable references to enhance your message. You’re from Moldova, so 

EU customers would expect you to be cheaper than onshore service providers 

anyway. They want to know that for that price you are really good.  

 

Limit the possible (or perceived) disadvantages of being nearshore and provide 

excellent means of communication, availability in the required timeframe and good 

security and privacy measures. Benchmark your competitiveness against onshore 

http://www.technewsworld.com/perl/section/mobile-apps
http://www.entrepreneur.com/topic/mobile-apps
http://www.venturebeat.com/tag/mobile-apps
http://www.appstechnews.com/
http://www.infosecurity-magazine.com/mobile-application-security
http://www.threatpost.com/category/mobile-security
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and other nearshore service providers and analyze their best practices. Differentiate 

yourself from onshore and other nearshore providers in order to remain competitive 

and emphasize in your marketing message how you are different. 

 

Offer insight into your company’s data security measures. Make sure that your 

operations comply with the EU requirements regarding data security and pay 

attention to data security within the mobile application you develop. Consider 

applying for security standards (e.g. the ISO 27000 series) to support your 

commitment on data security and / or offer the possibility to sign a Non-Disclosure 

Agreement. 

 

Focus on offering business-to-business mobile application services / solutions to 

European companies. Focus on a niche-market segment (a combination of a 

specific horizontal market / technology and a specific vertical market), preferably a 

technology and sector in which you already have experience (e.g. healthcare or 

logistics). Clearly state in which operating systems you excel, but also have 

developers of multiple platforms in-house to increase your chances of success. 

 

Make a clear choice for a particular business model: either develop your own 

mobile applications, or focus on providing mobile development services for a partner 

in Europe. If you decide to target not the end-users but other (onshore) contractors 

for sub-contracting opportunities, target service providers of which the size is in line 

with your own capacity. Also, try to focus on companies that serve the same 

industries as your company to increase your chances to find a potential match. 

 

Being an IT Service provider, have a professional company website, with a 

section in good English (preferably written or checked by a native English speaker). 

Make sure that you end up high in search engine Google rankings, so that potential 

customers can easily find your company online.   If you don’t do that, then any claim 

that you are a highly knowledgeable IT Service company will have little credibility.  

 

Get in contact with organizations in your EU target market. Attend relevant 

industry events in your target country to meet potential partners and learn more 

about their business culture. Interesting trade events include Apps World in the 

United Kingdom and Germany, and Mobile App Europe and CeBit in Germany. Use 

industry associations to find potential customers in Europe. Examples include 

national Information Technology associations like Ukita in the United Kingdom, 

Bitkom in Germany and Nederland ICT in the Netherlands. 
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5.4 Big Data 

 

5.4.1 What you should know 

 

5.4.1.1 Market Characteristics  

 

Big data refers to the concept of data volumes growing so large that they can 

become difficult to manage. Big data usually includes data sets with sizes beyond the 

ability of commonly used software tools to capture, curate, manage, visualize, and 

process data within a tolerable timeframe.  

 

Security is one of the biggest challenges for big data. Data security is of 

particular importance in outsourcing big data, as external service providers will get 

access to sensitive project and company information. It is critical for any big data 

application to be able to cope with large volumes of data, and the quality and insights 

that can be gathered from the data may require their central storage. But centralizing 

data storage makes data more vulnerable for attacks and the size of the dataset in a 

big data implementation means that implementing security applications can be very 

complex. This is a challenge to any Big Data service provider, but even more so for a 

nearshore provider from Moldova, as data security in Moldova may be perceived by 

EU buyers as being of a lower level than in their home country. 

 

 

5.4.1.2 Market Demand 

 

There is not just a close link between big data and information security, but also 

between big data and cloud computing: Through 2020, spending on cloud-based big 

data analytics (BDA) technology will grow 4.5 times faster than spending for on-

premises solutions.14 In Western Europe, the market for big data technology and 

services is expected to grow from €2 billion in 2013 to more than €6 billion in 2018, 

according to International Data Corporation (IDC). Germany and the United Kingdom 

are the largest European consumers of big data, followed at a distance by France 

and the Netherlands. The use of big data services is more common in large 

companies, but adoption in smaller companies is growing. 

 

European companies prefer to outsource services to providers within the same 

country (onshoring). When outsourcing to foreign service providers, nearshore 

locations are preferred to offshore locations, due to their proximity, linguistic and 

                                                      
14

 Worldwide Big Data and Analytics, IDC, 2015 
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cultural similarities and the presence of little or no time difference. Popular nearshore 

destinations are for example Bulgaria, Poland, Lithuania and Romania. As prices in 

those nearshore countries increase however, service providers in these countries are 

becoming less competitive relative to offshore service providers. In general, India, 

China and Malaysia are the most important offshoring destinations for European 

companies outsourcing (or seeking to outsource) big data services. The challenge for 

a Moldovan big data service provider is in convincing an EU buyer (or an EU IT 

service provider) that it combines the qualities and advantages of onshore and 

offshore IT service providers. 

 

 

5.4.1.3 Market Opportunities 

 

The best opportunities for Moldovan service providers to enter the EU market is to 

either develop your own big data applications, especially cloud applications, or 

provide big data development services for European partners. A trend is 

expected in which software firms are working on big data applications, designed to 

bring the power of big data analytics to the masses. The idea behind it is to reduce 

the dependence on highly trained, highly paid data scientists. 

 

Although retail, banking and telecommunications are indicated as top sectors for big 

data services / solutions, the need for big data solutions can be found in virtually all 

vertical markets. Opportunities for external Big Data service providers lie 

predominantly in specialization and niche areas however. Both specializing in data 

collection itself, or developing and selling tools for data collection offer good 

opportunities. But fully outsourcing big data processes is not very common. When 

European companies outsource big data services / solutions, they particularly like to 

keep the final analysis in-house.  

 

The Internet of Things might be an emerging market segment for big data services / 

solutions. The term ‘Internet of Things’ refers to machinery and appliances, devices, 

sensors, cars, cameras and other items that are connected to the Internet and often 

to each other. Every year there are more and more items connected to the Internet 

and each other, with each item generating data that are added to the big data 

mountain. This increases the possibilities for big data services / solutions.  

 

 

5.4.1.4 Market Requirements 

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 
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May 2018. The objective of this new set of rules is to give citizens back control over 

their personal data, and to simplify the regulatory environment for business. Under 

the previous Directive, any data by which an individual could be identified was the 

sole responsibility of the owner of the data. Under the new Directive however any 

company or individual processing data will be held responsible for the protection of 

those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the European Economic Area (Iceland, Liechtenstein, Norway) when an 

adequate level of protection is guaranteed.15 

 

CAP certification (Consistency, Availability, Partition tolerance) is a certification for 

the big data industry and in place since 2013. In response to the rapid increase in the 

demand for a more structured way of defining quality for data scientists, the demand 

for big data professionals with CAP certification is growing.  

 

 

5.4.1.5 Trade Channels  

 

Subcontracting by European service providers in your target country is seen as the 

most realistic market-entry channel for big data service providers from outside the 

EU. Subcontracting means that service providers subcontract work that has been 

contracted to them by end-user companies to other parties. In this particular case 

they subcontract big data services/solutions. But you can also try to sell your big data 

services/solutions directly to end-user companies. European companies, especially 

in Western Europe, are generally quite open to international partnerships that can 

enhance the opportunity of direct sales. Companies that need a day or more to get 

data inputs and analysis on important business activities are increasingly aware that 

this delay can impact the effectiveness of business decisions and therefore affect 

returns and revenues. Also industries that face data overloads and/or see 

competitors harnessing big data are usually ready to adopt big data 

services/solutions.  

 

European service providers and end-users of big data services/solutions can either 

be approached directly, or through an intermediary. A local contact person is always 

an advantage, especially for providers from outside the EU. Intermediaries such as 

consultants / matchmakers or sales / marketing representatives) can therefore be 

another interesting channel through which to establish contact with potential 

subcontractors or end-users of big data services / solutions.  

 

 

                                                      
15

 Source: ec.europa.eu/justice/data-protection 
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5.4.1.6 Pricing 

 

Cost reduction is the main reason for companies in Europe to consider outsourcing 

big data services / solutions to foreign companies. Not only because outsourcing can 

yield cost savings, but also because big data solutions themselves can generate cost 

reduction. As salaries form a large share of the costs of IT services, large savings 

can be achieved by outsourcing big data services/solutions to countries with lower 

wages. Salary levels for software developers in Moldova are usually significantly 

lower than in EU countries.  

 

 

5.4.1.7 Sources of Information 

 

- BCN - Portal on cloud computing, with a subsection on big data 

www.businesscloudnews.com/category/topic/big-data-topic 

- Info Security - IT portal on information security, with a subsection on big data 

www.infosecurity-magazine.com/big-data 

- Information Week - IT portal, with a subsection on big data analytics 

www.informationweek.com/big-data-analytics 

- Inside Big Data - information and research papers on big data  

www.insidebigdata.com 

- Dataversity - Portal with information about data, with a subsection on big data 

www.dataversity.net/category/data-topics/big-data 

- CIO - IT technology news portal, with a subsection on big data 

www.cio.com/category/big-data 

- Big Data News - news and background information on big data 

www.bigdatanews.com 

- Computer Weekly - news and background articles about big data analytics 

www.computerweekly.com/resources/Big-data-analytics 

- Entrepreneur - portal for businesses, with a subsection on the application of big 

data 

www.entrepreneur.com/topic/big-data 

 

 

5.4.2 What you could do 

 

When offering big data services / solutions, maintain a fixed-price model as 

European outsourcing buyers prefer a simplified pricing model. Only for support 

services, pricing in time and material is more common. Offer the possibility of doing a 

pilot project for a new customer as this gives you an opportunity to show your skills in 

finding useful data and transform that into useful information. 

http://www.businesscloudnews.com/category/topic/big-data-topic
http://www.infosecurity-magazine.com/big-data
http://www.informationweek.com/big-data-analytics
http://www.insidebigdata.com/
http://www.dataversity.net/category/data-topics/big-data
http://www.cio.com/category/big-data
http://www.bigdatanews.com/
http://www.computerweekly.com/resources/Big-data-analytics
http://www.entrepreneur.com/topic/big-data
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Gain trust from your potential customer. Limit the possible disadvantages of being 

nearshore by providing excellent means of communication, availability in the required 

time zone and good security and privacy measures. Provide examples of how 

previous customers have generated cost savings, efficiency gains or more business 

by using your big data services / solutions. For example, demonstrate how customer 

insight and analytics have contributed to higher sales or larger profits. Make sure you 

have credible references, testimonials and examples of recent work available, 

preferably already on your website.  

 

Invest in a secure, reliable and well-known infrastructure in order to convince 

potential European buyers that no more risk is associated with using your 

services/solutions than there is with using onshore providers.  

 

Consider to apply for security standards such as the ISO 27000-series to support 

your commitment on data security and / or offer the possibility to sign a Non-

Disclosure Agreement. Also consider to get CAP certified on big data analytics.16 

 

Research the big data market in your EU target country to optimally adjust your 

offer. Look online for case studies in the sector you are targeting and learn from the 

results that have been accomplished. Study websites of European big data service 

providers to gain insights into buyer requirements and current offerings. Check 

websites of trade associations and magazines to gain insights into market trends and 

developments.  

 

European companies are more likely to work with service providers that offer 

expertise in specific services and industries. You should therefore focus on 

providing big data services/solutions for one or two horizontal and/or vertical 

markets. Or better even: focus on a niche market segment (a combination of a 

horizontal market/technology and a vertical market). Also, focus on offering data 

collection services / solutions that make it easier for companies to make their own 

final analysis and develop a strategy based on this analysis. 

 

Remain competitive and try to differentiate yourself from onshore and other 

nearshore providers by emphasizing these differences in your marketing message. 

Instead of competing solely on price, analyze which other advantages you could offer 

to European buyers (e.g. access to skills, specialized industry expertise or 24-hour 

operations). Benchmark your competitiveness against onshore and nearshore 

service providers, and analyze their best practices.    

 

 

 

                                                      
16

 Visit: certifiedanalytics.org 
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Consider to partner with onshore or more expensive nearshore service 

providers, thus taking advantage of the desire of European companies to find less 

expensive destinations, without having to choose for offshore service providers. 

 

Innovate and try to offer new solutions. Know how to work with Hadoop (an open 

source framework of the Apache Software Foundation), as it is currently the most 

important analysis platform for big data. Always stay informed about the latest trends 

and technologies and keep on innovating, as big data is a fast moving market where 

new technologies emerge quickly. Consider offering big data services / solutions for 

mobile applications, especially ones that help organizations solve complex questions. 

Consider cloud computing as the structure to support your big data 

services/solutions. Cloud computing offers a cost-effective way to support big data 

technologies and the advanced analytics applications that can drive business value, 

and clouds can easily be scaled up or down as needed by the customer.  

 

Being an IT Services provider yourself, have a good professional company 

website in place, including in the English language (and written or checked by a 

native English speaker). Also invest in Search Engine Marketing so that potential 

customers are able to easily find your company online. Remember that for a potential 

EU customer your website is a reflection of your professional IT capabilities, so it 

should be in the top of Google search results (through the clever use of meta-tags) 

and it should be good looking, informative and written in “export quality” English.    

 

Attend relevant industry events in EU your target country to meet potential 

partners. Furthermore, you also learn more about their business culture. Interesting 

trade events include the Big Data Innovation Summit in the United Kingdom, CeBit in 

Germany and Big Data Spain in Spain. Use industry associations to find potential 

customers in Europe. Examples include such national Information Technology 

associations such as Ukita in the United Kingdom, Bitkom in Germany and 

Nederland ICT in the Netherlands. 
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5.5 Social Media 

 

5.5.1 What you should know 

 

5.5.1.1 Market Characteristics 

 

European companies increasingly see the importance of social media as a tool to 

market their business and keep in touch with customers. Most social media service 

providers have multiple customers, and they know what does and does not work in 

the social media space. Because the landscape of social media is changing rapidly, 

knowledge of the newest trends and developments in social media tools and 

applications is also important. Facebook is by far the most popular social media 

platform in Europe. Other popular social media platforms include YouTube, 

WhatsApp, Facebook Messenger, Twitter, Google+, Skype and LinkedIn. 

 

Lack of trust is an important barrier that keeps European companies from 

outsourcing social media activities. Companies fear the risk of negative publicity due 

to poor social media management by an external company, which could damage the 

company’s reputation significantly. Nevertheless, many EU companies are struggling 

to find the best way to manage and monitor content on social media. For this reason, 

many are outsourcing these services to external service providers. Good 

cooperation and trust and thus cultural and lingual proximity are key. Social 

media services are therefore mostly outsourced to onshore service providers. While 

language skills for the European target country are mandatory for content services, 

they are less important for social media monitoring and analysis services however.  

 

Social media platforms are always accessible and European consumers expect the 

same availability of companies that are present on social media platforms. Airline 

company KLM for example is available on Twitter 24/7 and promises its customers to 

to respond to any query or remark within one hour - always. Consumers use social 

media even more during the weekends, while many companies are often closed 

during those hours. European companies seeking to outsource social media 

activities therefore have a strong preference for social media service providers 

that are available 24/7, although also here that is somewhat less important for social 

media monitoring and analysis services. 
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5.5.1.2 Market Demand 

 

Global social media penetration reached 31% in 2016 17. Especially the market of 

mobile social media users is growing fast, with 10% in 2016. Penetration in 

Europe is high, almost 50%. Europe is therefore an interesting target market for 

social media service providers.  

 

Although for a company to be online and responsive on social media it takes a 

substantial amount of time to just add to an employee’s existing tasks, that extra time 

is often not enough to hire a dedicated social media employee. For this reason, 

companies are increasingly outsourcing their social media activities to social media 

specialists. Around 10% of social media services in the EU are estimated to be 

nearshored, which especially include services that are less dependent on language 

(e.g. monitoring and analysis services). Popular nearshore destinations include 

Romania, Poland and Lithuania, so these are the main nearshore competitors (or 

partners!) of Moldovan IT service providers in this sphere.  

 

 

5.5.1.3 Market Opportunities 

 

Social media monitoring and analysis services are indicated by industry experts 

to offer the best potential for nearshoring. Social media content services are 

promising only for service providers with the required language skills.  

 

An increased use of social media leads to more online customer service. Younger 

European consumers spend ever more time online and for them social networks are 

the primary channel for sharing opinions about products and services. As a result, 

European companies are increasingly offering customer service through social 

media platforms.  

 

Social media generates huge amounts of data - most of which are unstructured - and 

the use of social media keeps growing. Almost 90% of all data in the world has been 

generated during the last couple of years. The collection and analysis of data on 

social media can provide companies with valuable insights into target groups, 

customer needs, brand impact and other important aspects of the market, in addition 

to providing more, faster and better insight into future trends and developments. 

European companies are therefore increasingly interested in the analysis of big 

data on social media.  

 

 

                                                      
17

 We Are Social, “Digital in 2016”, 2016 
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An increasing number of European companies are asking Contact Centres to 

manage all social media activities. As a result, many Contact Centre service 

providers highlight social media services as a key component of their  portfolio. 

Examples of big Contact Centre service providers are Sitel and Teleperformance. 

For this EU market sub-segment it may be a bit farfetched for most Moldovan IT 

Services providers to approach end-user clients directly. Such a contract may be the 

rewarding result of having done an excellent assignment for this client before, or 

alternatively it could be interesting for EU-service providers to sub-contract part of 

such an all-round contract to a Moldovan IT service provider however. 

 

 

5.5.1.4 Requirements 

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 

May 2018. The objective of this new set of rules is to give citizens back control over 

of their personal data, and to simplify the regulatory environment for business. Under 

the current directive, any data by which an individual can be identified is the sole 

responsibility of the data controller (the owner of the data). Under the new Directive 

any company or individual processing data will be held responsible for the protection 

of those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the EEA (Iceland, Liechtenstein, Norway) when an adequate level of 

protection is guaranteed.18 

 

 

5.5.1.5 Trade Channels 

 

Subcontracting by European service providers is a good and realistic market entry 

channel for social media service providers in nearshoring countries like Moldova. 

European service providers have good knowledge of the local market, in addition to 

having their own networks of customers. Furthermore, up-front capital investments in 

case of subcontracting are low. But you can of course also try to sell your social 

media services directly to end-user companies. In general, European companies, 

especially in Western Europe, are quite open to international partnerships which can 

enhance the opportunity of direct sales. Such partnerships require you to have 

profound end-market knowledge however. If you already have a track record in social 

media services for a specific industry, this could increase your chances for direct 

partnership with companies in that industry.  

 
                                                      
18

 Source: ec.europa.eu/justice/data-protection 
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European service providers and end-users of social media services can either be 

approached directly, or through an intermediary. It is always advantageous to have 

a local contact, especially when the EU target market is far away from Moldova. For 

this reason, intermediaries (e.g. consultants / matchmakers or sales / marketing 

representatives) could become interesting market-entry channels through which you 

can establish contact with potential subcontractors or end-users of social media 

services.  

 

 

5.5.1.6 Pricing 

 

Price is the main reason for companies in Europe to consider outsourcing social 

media services to service providers in nearshore / offshore countries. Labor costs 

form a large share of the costs of social media services, as these services are very 

labor intensive. Salary levels of social media specialists in Moldova can be 

significantly lower than in EU-countries. Outsourcing social media services to a 

Moldovan IT service provider can therefore accomplish substantial cost savings for 

European companies (end-users) or European IT Service providers (sub-

contracting).  

 

 

5.5.1.7 Sources of Information 

 

- Tech News World - IT news portal, with a subsection on social networking 

www.technewsworld.com/perl/section/social-networking 

- Digital Trends - Portal on IT trends with a subsection on social media  

www.digitaltrends.com/social-media 

- Entrepreneur - portal for businesses, with a subsection on social media 

www.entrepreneur.com/topic/social-media 

- We Are Social - with information on social media research  

www.wearesocial.net 

- Comscore - Portal of an IT company on marketing & social media  

www.comscore.com 

- Marketing Tech - Marketing portal with a subsection on social media 

www.marketingtechnews.net 

- Social Media Today - Portal on social media marketing 

www.socialmediatoday.com 

 

  

http://www.technewsworld.com/perl/section/social-networking
http://www.digitaltrends.com/social-media
http://www.entrepreneur.com/topic/social-media
http://www.wearesocial.net/
http://www.comscore.com/
http://www.marketingtechnews.net/
http://www.socialmediatoday.com/
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5.5.2 What you could do 

 

Practice what you preach to your customers: Make social media an integral part of 

your own company by actively using social media and keeping your social media 

activities up-to-date. For you it’s a good learning opportunity and it’s also a good 

“self-reference” that shows you know first-hand what you are talking about.  This is a 

fast moving business, so stay up-to-date, monitor and analyze trends and 

developments in social media tools and applications, and explore ways in which you 

could apply them to your own company and in your services.  

 

If your potential buyer is really interested but still hesitant, consider offering a pilot 

project or demo to demonstrate your capabilities and to build trust and offer your 

social media services 24 hours per day and 7 days per week when your support 

services are content related. Strive to live up to the norms of response time and rates 

of large brands in your target country. 

 

Provide your customer with proof of your qualities. Provide information about 

your company’s norms and standards regarding first response time, response rates 

and problem resolution time for the different social media platforms you provide 

services for. Provide case studies with information about your company’s track 

metrics such as the increase in likes or retweets, leads, website traffic, conversions 

and revenue generated. Provide credible customer references to prove your 

expertise in social media services.  

 

Make sure that your staff members speak the language of your European 

target country. If they do not, focus on social media services in which language 

skills might be less important. Consider offering multilingual services to add value 

and get a competitive advantage.  

 

Consider focusing on industry-specific social media services to reduce competition 

and add value. Preferably, target companies that are active in industries you 

already have experience in, as industry-specific experience and references are 

considered a real advantage. Research which social media channels are the most 

important in your European target market and build up experience in these social 

media. Look at what is being posted on social media platforms of companies / 

organizations in your target segment to get an idea of how consumers and 

companies / organizations make use of social media.  

 

Limit the possible disadvantages or perceived disadvantages of being nearshore by 

providing excellent means of communication. Benchmark your competitiveness 

against onshore and other nearshore service providers, and analyze their best 

practices. This can help you to identify ways of differentiating your company from the 
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competition. Instead of focusing solely on price differences, analyze the other 

advantages that you can offer to buyers from Europe (e.g. access to skills, 

specialized industry expertise or 24-hour operations).   EU customers are not 

interested in a good price as such, they are interested in good quality at a good price. 

 

Instead of limiting your search to social media services providers, also investigate 

contact center service providers that also cover customer services, as they could 

be a good match as well, and they might be interested in subcontracting some of 

their social media activities to reduce costs. Focus on service providers that offer the 

same type of services or that serve the same industries to increase your chances of 

finding a potential match.  

 

Being an IT Service provider in social media, have a professional company 

website in place with an integrated social media functionality (and with a section 

in flawless English) and make sure that you are ranked high in the search results of 

search engines, so that potential customers can easily find your company online.    

 

Attend relevant industry events in your target country (relevant in the target 

market, but also relevant in view of your own industry expertise) to meet potential 

partners and learn more about their business culture. Interesting trade events are for 

example the Social Media World Forum (different places in Europe), New Media 

Europe in the United Kingdom and the Digital and Social Business Conference in 

Germany. 
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5.6 Digitization Services 

 

5.6.1 What you should know 

 

5.6.1.1 Market Characteristics 

 

Digitization is the process of converting analogue information into digital information 

and includes a wide range of services such as scanning of text and pictures, and 

digitizing analogue video and audio. Think of paperwork administrations of 

businesses, archives of libraries, etc. Cost reduction is a main driver. By 

outsourcing digitization services an organization doesn’t have to procure and 

maintain expensive equipment, recruit new or train current staff and make available 

office space for what usually is a temporary activity that is not part of the core 

business of the organization. 

 

European buyers strongly prefer service providers that have a specialization in a 

specific service or industry, i.e. digitizing medical files. 

 

The ability to speak good English is usually sufficient for digitization service 

providers. Speaking the language of the target country is not an absolute 

requirement as decision makers in Western European companies generally have 

sufficient English language skills. Only some specific services might require specific 

language skills for your target country (e.g. indexing services or metadata allocation).  

 

 

5.6.1.2 Market Demand 

 

Copyright and security of materials and data is one of the main concerns for 

European companies when outsourcing digitization services, as the sources to be 

digitized may contain delicate information. Therefore most digitization services are 

outsourced to onshore providers, as many institutions and companies are 

concerned about data security and damage to materials. European companies 

expect that the materials are secure with their service providers and that they are 

discrete and comply with full confidentiality. As copyright clearance is likely to involve 

considerable time and money, it has a major influence on the decision which material 

will be digitized.  

 

Technological advances are increasingly replacing manual labor however, also in 

the field of digitization. This diminishes the main cost advantage of digitization service 

providers from lower wage countries like Moldova for labor intensive services. 
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5.6.1.3 Market Opportunities 

 

The European market for digitization services offers limited opportunities. 

Europe is becoming increasingly digital and the public and private sector has been 

working on large digitization projects, many of which have already been completed. 

Nevertheless, many companies still have information on paper that needs to be 

digitized and storing and maintaining those paper archives can be costly. Digitizing 

these archives can result in large cost savings, so this part of the market continues to 

offer opportunities for digitization service providers. Southern and Eastern European 

countries lag somewhat behind in the digitization processes, but on the other hand 

they often have less funds available for large digitization projects. 

 

Labor-intensive processes offer the best opportunities for price-competitive 

Moldovan providers of digitization services: data entry, metadata allocation, 

transcoding and indexing.   

 

 

5.6.1.4 Market Requirements 

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 

May 2018. The objective of this new set of rules is to give citizens back control over 

their personal data, and to simplify the regulatory environment for business. Under 

the previous Directive, any data by which an individual could be identified was the 

sole responsibility of the owner of the data. Under the new Directive however any 

company or individual processing data will be held responsible for the protection of 

those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the European Economic Area (Iceland, Liechtenstein, Norway) when an 

adequate level of protection is guaranteed.19 

 

There are no additional specific requirements for the European market for digitization 

services. 

  

                                                      
19

 Source: ec.europa.eu/justice/data-protection 



 

EU Export Explorer on IT Services, November 2016               Page 45 of 57 

5.6.1.5 Trade Channels 

 

Subcontracting by European digitization service providers is seen as a good and 

realistic market entry channel for digitization service providers from outside the EU. 

Up-front capital investments are lower and European digitization service providers 

have good knowledge of the end-market and already have their own network of 

customers. You could also try to sell your digitization services directly to end-user 

companies of course. Larger European institutions can be particularly interesting, as 

they generally have more work available, have larger projects and can offer more 

continuity then smaller companies. However, only target these larger institutions if 

you are really able to handle large volumes.  

 

European digitization service providers and end-users of digitization services can 

either be approached directly, or through an intermediary. A local contact person is 

always an advantage, especially if the EU target market is far away from Moldova. 

Intermediaries such as a consultant / matchmaker or sales / marketing representative 

can therefore also be an important channel through which to establish contact with 

potential subcontractors or end-users of digitization services.  

 

 

5.6.1.6 Pricing 

 

Cost reduction is the main reason for European buyers to outsource business 

processes, and this is also the case for the outsourcing of digitization services. Price 

is therefore an important factor leading European companies to decide to outsource 

digitization services to companies in lower-wage countries. Salaries form a large 

share of the costs of digitization services as digitization work is generally very labor 

intensive and average wages for digitization services can be significantly lower in 

Moldova than in the EU. Although a digitization service provider from Moldova is 

generally more expensive than one from an offshore location (like Asia), it may 

nevertheless remain attractive, particularly because of the knowledge of several 

European languages and the physical and cultural proximity. 

 

Result-based digitization outsourcing is the most widely used price model, as 

European companies seek to minimize up-front costs and ensure maximum 

accountability from their providers. Per-transaction pricing is also common, but 

mainly for specialized digitization projects (e.g. in hospitals).  
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5.6.1.7 Sources of Information 

 

- Nestor - German website (but also available in English) on digitization 

www.langzeitarchivierung.de 

- Strategy& - a website of consulting company PWC with a portal dedicated to 

digitization  

www.strategyand.pwc.com/global/home/what-we-think/digitization 

 

 

5.6.2  What you could do 

 

Emphasize the cost savings you can achieve for a company by outsourcing their 

digitization services to you. For example, compare your cost per transaction with the 

cost per transaction of service providers in the customer’s own country.  When 

offering digitization services, maintain an outcome-based pricing model, especially 

for more standardized processes. Instead of competing solely on price, analyze 

which other advantages you could offer to European buyers (e.g. access to 

specific skills and / or equipment, specialized expertise or 24-hour operations). 

 

Clearly describe the equipment and materials you have available and which services 

you can deliver with that equipment. Identify the intended use of the digitized 

records before making an offer, in order to avoid misunderstandings. Offer meta-

data services as well as it is difficult to produce meta-data after the digitization has 

been completed. Metadata are a short description of the contents and context of 

digital data files to facilitate the finding of relevant information.  

 

Show samples of your work and consider offering a pilot project to convince 

European buyers of the quality of your services. In a pilot you can show how you 

would digitize  the proposed products, with which technology and what the result 

would look like.  

 

Provide insight into your company’s security / privacy measures. Ensure the 

security of materials and data to convince your customer that there is no other risk 

than with onshore (or other nearshore) service providers. You can do that by 

investing in reliable infrastructure and security. Consider applying for security 

standards to support your commitment on data security and privacy and / or offer 

the possibility to sign a Non-Disclosure Agreement. Make sure you have a clear 

understanding of copyright limitations. 

 

Focus and specialize. You might want to focus on Southern and Eastern European 

countries, as their markets for digitization services are the least saturated. Focus on 

http://www.langzeitarchivierung.de/
http://www.strategyand.pwc.com/global/home/what-we-think/digitization


 

EU Export Explorer on IT Services, November 2016               Page 47 of 57 

offering labor-intensive digitization services and on digitization services that are 

difficult to automate (e.g. metadata allocation). Specialize in a specific service and/or 

industry to increase your opportunities.  

 

Being an IT service provider, have a good company website with a section in 

“export-quality English” and invest in search engine optimization so that potential 

customers can easily find your company online.  

 

Attend relevant industry events in your target country to meet potential partners 

and learn more about their business culture. Interesting trade events include IT & 

Business and Cebit in Germany. Use industry and outsourcing associations to 

find potential customers in Europe. Examples of useful associations include the 

Bundesarchiv in Germany and the Museums Association in the United Kingdom.  
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5.7 Information Security 

 

5.7.1 What you should know 

 

5.7.1.1 Market characteristics 

 

Exporting information security services to the EU Market is difficult. As a matter 

of fact this is one of the most difficult services to export to the EU market, even if as a 

Moldovan IT Services provider you avail of all the required technical capabilities. If an 

EU-based company wants to better protect itself against external threats for its 

company software and data, then outsourcing information security requires a 

complete trust in the IT Services provider that will take care of this.  

 

Gaining trust from the customer is a challenge for any external IT Services 

provider, but especially in a sensitive area like information security and even more so 

if that provider does not speak the same native language and comes from another 

culture, and in particular if information security and privacy standards in the country 

of origin of that provider are suspected to be of a lower standard. In order to gain the 

buyer’s confidence the provider and his services will have to meet their needs and 

standards, European companies are increasingly demanding try-before-you-buy 

experiences or the opportunity to experiment with online demos before purchasing 

security applications, taking a subscription or engaging in a longer-term contract. 

That is also the reason why relevant industry expertise and experience are 

increasingly important criteria for European companies when selecting service 

providers for data security. Gaining confidence moreover requires excellent 

communication from the side of you as IT service provider, both in terms of 

presenting your own company and of truly understanding the customer needs.  

 

 

5.7.1.2 Market Demand 

 

The demand for information security services is growing: cloud computing is 

expected to keep growing in the years ahead, and consequently the vulnerability of 

company data will increase, unless the company takes additional precautionary 

measures. These measures all mean: increased data security efforts. And not just 

more of the same data security measures, but ever more sophisticated and 

innovative measures, in order to keep pace with the constantly evolving malware and 

hacking techniques. In other words: as long as the use of cloud computing will keep 

growing, which it is expected to do for the years ahead, so the market for Information 

Security services is expected to grow. 
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Most information security applications are demanded by larger companies in 

the financial services, manufacturing and telecommunications sectors.20 Larger 

companies have the higher budgets for information security measures, as they 

generally experience more security incidents than smaller companies do, because 

they tend to possess a wealth of information (including trade-strategy documents, 

intellectual property related to product design) and large volumes of consumer data 

that can be illegally exploited, sold or used for economic gain. The accelerating use 

of online financial transactions is one of the most important factors affecting the 

market for information security applications. The increase in online financial 

transactions is driving the demand for financial information security applications.  

 

The use of mobile devices in European companies is increasing. As a result, 

companies are increasingly having to implement security measures to counter 

mobile threats. Increasing technological advances, such as big data, the Internet of 

Things and cloud computing creates increased complexity and stronger interrelations 

between infrastructures and IT systems. This increases on organization’s 

vulnerability in terms of potential information security risks. The increased integral 

digitization of life is resulting in an increased demand for integral security 

services / solutions.  

 

 

5.7.1.3 Market Opportunities 

 

As larger companies continue to implement ever more effective security safeguards, 

smaller companies are increasingly going to have to cope with security incidents. 

The security practices of many of these smaller companies are not as mature as 

those of large companies. Therefore smaller companies offer good opportunities 

for information security service providers as well. 

  

Current and former employees are the most cited causes of security incidents. In 

many cases, they may unwittingly compromise data through loss of mobile devices 

or targeted phishing schemes. A growing number of companies also attribute 

incidents to third parties with trusted access to networks and data (e.g. current and 

former service providers, consultants, and contractors). Top spending priorities for 

the coming years include employee security awareness training programs, 

encryption for smartphones, data-loss prevention tools, tools for detecting 

unauthorized access, patch-management tools, malicious code detection 

tools, mobile malware detection and vulnerability scanning tools.  

 

                                                      
20

 The Global State of Information Security, PWC 2016  
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European companies prefer to outsource services to providers within the same 

country (onshoring). When outsourcing to foreign service providers, nearshore 

locations are preferred over offshore locations because of their proximity, linguistic 

and cultural similarities, and the presence of little or no time difference. Popular 

nearshore destinations include Bulgaria, Poland, Lithuania and Romania. As prices 

in nearshore countries increase, service providers in these countries are becoming 

less competitive. There is an opportunity for Moldovan IT Service providers to 

position themselves as “new” European nearshore service providers, 

combining some of the advantages of current nearshore providers and 

offshore providers.  

 

 

5.7.1.4 Market Requirements 

 

A new EC Directive on the protection of personal data entered into force on 5 

May 2016 and EU Member States have to transpose it into their national law by 6 

May 2018. The objective of this new set of rules is to give citizens back control over 

their personal data, and to simplify the regulatory environment for business. Under 

the previous Directive, any data by which an individual could be identified was the 

sole responsibility of the owner of the data. Under the new Directive however any 

company or individual processing data will be held responsible for the protection of 

those data. This includes cloud providers and other third parties. In addition the 

Directive states that personal data can only be transferred to countries outside the 

EU and the European Economic Area (Iceland, Liechtenstein, Norway) when an 

adequate level of protection is guaranteed.21 

 

 

5.7.1.5 Trade Channels 

 

Subcontracting by European IT Services Providers is one of the most realistic 

market entry channels for information security service providers from Moldova. Local 

EU service providers have a good knowledge of the local market and already have 

their own network of customers. Furthermore, up-front capital investments in case of 

subcontracting are low. Another option would be to sell your information security 

services/solutions directly to end-user companies. In general, European companies 

(especially those in Western Europe) are quite open to international partnerships, as 

this could enhance their opportunities for direct sales. But do realize that this option 

is not easy, as it requires you to possess profound end-market knowledge.  

 

 
                                                      
21

 Source: ec.europa.eu/justice/data-protection 
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European service providers and end-users of Information Security services can be 

approached either directly or through intermediaries. It is always advantageous to 

have an initial local contact in order to get to know the specific EU market country 

better and to find out how best to present yourself as a Moldovan IT Services 

provider, either to a subcontracting EU IT Services provider or to a potential EU 

client.  

 

 

5.7.1.6 Pricing 

 

Cost reduction is the strongest driver leading European buyers to outsource IT and 

business processes. This also applies to the outsourcing of Information Security 

services. Given that salaries form a large share of the costs of IT services, major 

savings can be realized by outsourcing services/solutions to countries with lower 

wages. Salary levels for software developers in Moldova are usually lower than in 

Central European countries and significantly lower than in Western European 

countries.  

 

 

5.7.1.7 Sources of Information 

 

- Security Week - online security magazine. 

www.securityweek.com 

- Info Security - IT portal on information security 

www.infosecurity-magazine.com 

- Threatpost – IT portal on business and information security  

www.threatpost.com 

- Security Intelligence – about information security 

www.securityintelligence.com 

- SC Magazine - News about IT security 

www.scmagazine.com 

- Tech News World - IT news portal, with a subsection on cyber security 

www.technewsworld.com/perl/section/cyber-security 

 

 

  

http://www.securityweek.com/
http://www.infosecurity-magazine.com/
http://www.threatpost.com/
http://www.securityintelligence.com/
http://www.scmagazine.com/
http://www.technewsworld.com/perl/section/cyber-security
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5.7.2 What you could do 

 

Focus on competitive pricing while maintaining high-quality services and be 

transparent in cost benefits: avoid hidden costs. Don’t focus on price difference only, 

also analyze what other advantages you can offer to EU buyers (e.g. access to skills, 

specialized industry expertise or 24-hour operations). 

 

Invest in a secure, reliable and compatible infrastructure to convince potential 

European buyers that they would run no more risk using your services/solutions than 

they would using onshore providers. Consider applying for   security standards (e.g. 

the ISO 27000 series) to support your commitment on data security. Offer 

information security applications and solutions that can be easily integrated with 

other tools/solutions. Preferably use technologies that are based on open standards 

(a standard that is publically available and of which the specifications can generally 

be implemented on a royalty-free basis). Build capabilities to develop systems in 

various operating systems (e.g. the latest versions of Windows, IoS or Android). 

 

Limit the possible disadvantages of not being an onshore EU IT Service provider and 

provide excellent means of communication during Western EU office hours and 

through first-class security and privacy measures. Sometimes there are just no easy 

answers or quick solutions to problems, and then the best way to show your 

expertise and your understanding of the buyer’s needs is by asking the right 

questions. Obtain credible and verifiable references from companies that your 

potential EU buyer would consider to be serious customers in order to prove your 

expertise and your professional reputation. Also, consider offering potential buyers a 

pilot project or demo to demonstrate your capabilities and gain trust.  

 

Specialize in specific vertical and/or horizontal markets, as this could enhance your 

opportunities for   entering the market. Focus on a niche market (specific software 

for a specific sector) to distinguish yourself from competitors. For example: virus and 

spyware protection services/ solutions for the retail industry. By specializing in what 

your company does particularly well and by focusing on doing that better you will 

develop a unique selling proposition that many other service providers do not have. 

 

Do market research on information security services in your target European 

country in order to optimize your offer. For example, study the websites of European 

information security service providers to gain insight into buyer requirements and 

current offerings. Visit the websites of trade associations and magazines to learn 

about market trends and developments. Benchmark your competitiveness against 

onshore and other nearshore service providers, and analyze their best practices. 

This can help you to identify ways of getting on par with the competition, while at the 

same time differentiating your company from competition.  
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Stay up-to-date with emerging technology trends and developments, and explore 

ways in which you could apply them in your information security services/solutions. A 

serious Information Security Service provider is only as good as the best hackers. 

 

Partner with EU IT Services providers (either located in the EU target country 

itself, or in an EU nearshore country), thus taking advantage of the desire of 

European buyers to find less expensive destinations. But also research the end-

market segment that you want to focus on, in order to know how to effectively market 

your company.  

 

Have a good professional company website in place, including a section in 

English, possibly written by a native speaker. Sub-standard English will be 

recognized by EU buyers and will considered a reflection of sub-standard 

professional standards. Invest in Search Engine Marketing so that potential 

customers can easily find your company online. Also your traceability on the web will 

be considered to be a reflection of your IT skills: If you can’t manage to be found on 

the first page through a relevant search string (by clever meta-tagging), then this 

doesn’t give a good impression of your IT skills as an IT Services provider.     

 

Attend relevant industry events in your target country to meet potential partners 

and learn more about their business culture. Interesting trade events include IT-SA, 

the ISSE and CeBit in Germany; Info Security Europe and the Gartner Security & 

Risk Management Summit in the United Kingdom; and Infosecurity in the 

Netherlands. Use industry associations to find potential customers in Europe. 

Examples include such national Information Technology associations as Ukita in the 

United Kingdom, Bitkom in Germany and Nederland ICT in the Netherlands.  
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6 GETTING READY 
 

Export Preparation 

In order to successfully export an IT Service to the EU, you need a service which is 

of course in demand. But in addition, within your own company you need the 

necessary commitment, resources, skills and information to support sustained 

exporting activities over the longer term.  

 

So how do you know if you are ready for exporting to the EU? Every company is 

unique and exporting involves making a lot of choices. Choices that will be different 

for different IT services companies, each with their own strategies, markets, products 

and services. There is in other words no standard recipe for export success. 

Nevertheless, successful exporters usually have the following characteristics in 

common:22 

1. Significant management time and strong management commitment. Developing 

an international business is no different from starting and building your domestic 

business; in fact, you can expect it to consume even more management time 

than developing your business at home. Exporting requires substantial 

commitment from management across the company, not just from the CEO or 

sales manager. 

2. Strength in the domestic market. In most cases, solid domestic sales form the 

basis of a good exporting business. A successful domestic business gives 

overseas buyers confidence in you as a supplier and will ensure that your 

business processes are in place and well tested. Importantly, strength in the 

domestic market will also provide you with the cash flow and working capital you 

need to invest to develop your export markets. 

3. The resources to succeed. Exporters find they need strong financial resources to 

expand abroad to cover the costs of product modifications, travel and 

international marketing, to name just a few of the additional costs you might face. 

You also need to have the right people in place to run the export side of your 

business, and that may mean hiring additional human resources.  

4. Export knowledge and skills. To export successfully to the EU you will need to 

learn about a wide range of issues such as how foreign markets operate, 

professional standards and tastes, legislation and certification.  

5. Business and export planning. Many smaller companies don’t get around to 

formal business planning, but once you start exporting you are moving your 

business to a different level, so it is wise to consider putting these plans in place.  

 

 

 

                                                      
22

 Source: www.austrade.gov.au 
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In order for you to assess for yourself whether you are ready to start exporting to the 

EU, there are a number of Export Readiness tools and questionnaires available on the 

Internet. Going through those questions makes you realize what you should think 

through when seriously considering exports. Some of those tools go into an impressive 

level of detail, but in the end it all boils down to the five bullet points above. At this 

preparation stage, communication with others is crucial and could include browsing the 

internet to get a picture of your potential competitors in exports, following a basic 

export course, discussing your concerns with advisers, talking with your bank and 

accountant about financial requirements and repercussions, and getting in touch with a 

Moldovan agency or consultant with knowledge about IT exports.  

 

Google “export readiness checker”, “export readiness checklist”, or “export readiness 

assessment” and you will find them easily. Pick the one you find most 

straightforward. 

 

 

Export Planning 

If after this initial orientation and preparation you still think you are ready for exporting to 

the EU and you are still motivated to get on with it, it’s time to get things down on paper 

more concretely and develop an Export Plan. Think of the table of contents of an Export 

Plan as merely a detailed and elaborated export checklist, containing all the aspects of 

exports that you should think of and think through when starting to export to the EU. By 

elaborating on what you would like to export where and how, you will get insight into the 

requirements and resources for achieving your export ambitions. 

 

Make your export plan as concrete as possible, it is NOT an academic exercise. 

Especially a first draft doesn’t need to be long, just a couple of pages. You will find 

that you do not know yet all questions to all answers, and you will also find that some 

answers generate new questions. That is only natural, your export plan will change 

and grow over time. But don’t avoid any issues that you can address now. Any hard 

choices that you go around now will get back to you later, at a possibly less 

convenient moment. Remember that an export plan is not just a broad idea, it’s a 

concrete and precise plan and should therefore include specific objectives, set forth 

time schedules for implementation, and mark milestones - so that the degree of 

export success can be measured. 

 

There is not one best table of contents for an export plan, the structure and contents 

depend on your line of business, the size of your company and your ambitions to 

export to the EU. But your export plan should at least address the following 10 

questions:23 

                                                      
23

 Source:  www.unzco.com/basicguide 
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1. Which products / services are selected for export development? What 

modifications, if any, must be made to adapt them for foreign markets? 

2. Which countries are targeted for sales development? 

3. In each country, what is the basic customer profile? What marketing and 

distribution channels should be used to reach customers? 

4. What special challenges pertain to each market (competition, cultural differences, 

legal and quality requirement, etc.), and what strategy will be used to address 

them? 

5. How will the product's export sale price be determined? 

6. What specific operational steps must be taken and when? 

7. What will be the time frame for implementing each element of the plan? 

8. What personnel and company resources will be dedicated to exporting? 

9. What will be the cost in time and money for each element?  

10. How will results be evaluated and used to modify the plan? 

 

Google “Export Plan”, “Export Planning”, or “Export Strategy” and you will find some 

excellent documents and templates on the subject. Have a quick look at them, and 

then pick the document and template that suits your business best. Skip the parts 

that don’t apply to you (e.g. logistics in case of IT Services).  

 

 

Further Sources of Information 

While preparing and planning for exporting to the EU, and in addition to the 

information sources already mentioned in Chapter 5, check out the following 

information sources on the Internet, all available in the English language:  

 

On exporting to the EU 

The main source of information for exporting to the EU – and a major source for this 

publication also – is CBI. Click on the section “Market Information” and you will find a 

wealth of information, all freely available. 

www.cbi.eu 

 

 

On outsourcing 

- IT Outsourcing News - a portal with outsourcing news from Central and Eastern 

Europe 

http://www.itonews.eu 

- Professional Outsourcing Resources, a portal on news and backgrounds of 

outsourcing 

www.professionaloutsourcingmagazine.net 

- GSA – portal from the UK-based Global Outsourcing Association 

www.gsa-uk.com 

http://www.cbi.eu/
http://www.itonews.eu/
http://www.professionaloutsourcingmagazine.net/
http://www.gsa-uk.com/
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- Outsourcing Verband - portal from the German Outsourcing Association 

www.outsourcing-verband.org/en 

- Elance, UpWork – portals for businesses to find IT freelancers and for IT 

freelancers to find jobs. Gives you insight into which (sort of) companies in your 

target market are looking for IT staff, and it could give you a small pilot project. 

www.elance.com;  

http://www.upwork.com 

- Ariba, Hubwoo – B2B platforms where buyers and sellers of IT-services can get 

in touch with each other. Gives you market insight and a marketing opportunity 

for free. 

http://www.ariba.com; 

www.upwork.com 

http://www.outsourcing-verband.org/en
http://www.elance.com/
http://www.upwork.com/
http://www.ariba.com/
http://www.upwork.com/


The European Union (EU) is made up of 28 Member States who have decided to 
gradually link together their know-how, resources and destinies. Together, during a 
period of enlargement of 50 years, they have built a zone of stability, democracy and 
sustainable development whilst maintaining cultural diversity, tolerance and individual 
freedoms.

The European Union is committed to sharing its achievements and its values with 
countries and peoples beyond its borders.
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